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B nanuonansHOoM cermente cetu MuTepHer PecnyOnuku benmapych
HaOJII0/1aeTCsl 3HAYUTEILHOE TMOBBIIICHUE MOIIEHHUYECKONW aKTUBHOCTH,
CBSI3aHHOM C MCMO0JIb30BAaHUEM (DUIITMHTOBBIX CTPAHUIL U JJAXKe IETbIX CAalTOB.

llenpt0o maHHOW PA3HOBUIHOCTH (PUINMHTA SIBISETCS TOJTyYEHUE
HE TOJBKO YYETHBIX JAHHBIX OT KaKUX-JTUOO CEpPBUCOB (JIOTWUH W MapoJb),
HO W JIAaHHBIX IUIATEKHOU KapThl (HOMEp, CPOK JACHUCTBUS, UMS U (PaMUIIUS
nepxatens u CVC2/CVV2 kon).

Takke CTOUT OTMETUTh, YTO TPOAYMAHHBIM IEIEBON (PHUIIMHT
He o0xoauTcst 0e3 MCMOJb30BaHUsl COLMAIbHOW MHKeHepuu. lIpuuem ecnu
paHplIe B OCHOBHOM MPOMCXOJWJA PACChUIKA (PUIIMHTOBBIX IHCEM
Ha 3JIEKTPOHHYIO TOUTYy, rJe ObUIa BO3MOKHOCTH OJIOKMPOBATH MAacCOBbIE
pPacChUIKM, TO TENEPh 3JIOYMBIIIJIEHHUKN HCHOJIb3YIOT €LIE MECCEH]IKEPhI
Y COLIMAJIBHBIE CETH, YTO 3HAYUTEJIBHO PACIIHMPAET LEJIEBYIO Ay JUTOPHIO.

B caydae ycnexa 3J0yMBINUIEHHUK MOKET NEPEYUCIUTh C KapThbl
XKEPTBbl HEKYIO CyMMY JICHET, €ClIU Ha cuere OyAeT AOCTaTOYHO CPEJICTB.
A eciM TIOJTyYdT JaHHBIE JJIs BXOJIa B JUYHBIN KaOMHET MHTEPHET-0aHKHHTa,
MEPEYUCITUT BCE JICHBIM CO CYETA, MO0, C UCIOJIH30BAHUEM MEKOAHKOBCKOM
cuctembl uaeHTuukamuu (MCH), MOXKeT OTKPBITh cUYeTa B APYTrUX OaHKax
(O KOTOpPBIX KEPTBA IJIUTEIBHOE BPEMsI MOXKET HE 3HATh), JUIsl MPOBEACHUS
TPaH3UTHBIX omepanuii. B xymmem cnydae, opopMuUT OHIANWH-KPEIUTHI,
B KOTOPBIX MOXXHO CHATh HaJIMYHBIC, MEPEBECTU WJIU MOTPATUTH CPEJCTBA



OHJIAaMH. A Uepe3 HCKOTOPOC BpCMA KCPTBEC NPHUACT HN3BCHICHUC
0 3a10JZKCHHOCTHU WJIM ITOBECTKA B CY 3a HCYILIIATY.

JlanHas MOILICHHUYECKas aKTUBHOCTDH HampaBJi€HA
Ha TOCYJIapCTBEHHbBIC OpPTaHbl U OPraHU3alU, PUIUIECKUX U HUINUECKUX
JINIL.

IHoanensiBaOTCS pa3jinyHbie pecypebl:

- WHTEpHET-0aHKUHTU 0AHKOB;
- TOPTOBBIC TUIOIIAIKY;
- pas3nu4YHble TUTATGOPMBI M CEPBUCHI, HAa KOTOPBIX JIOCTYITHA

oIlaTa OHJIAMH KaKUX-TMOO TOBAPOB MJIM OKa3aHUSI YCIYT.

HoBble MOsBISAIOTCS MPaKTUYECKH Cpa3y Mociie OJOKUPOBKU CTAPBIX,
a CXOXECTb C pPEaJIbHBIMU CaWTaMHM IIOPOM JOCTUIacT OYEHb BBICOKOIO
YPOBHH.

B Hactosimiee BpeMsi  HaOJMOJaeTCSs  JIBE OCHOBHBIE  CXEMBbI
MOIIIEHHUYECTBA:

. 3JI0YMBIIIUICHHUK BBICTYMAET B POJIM TpOJaBla (MCIOJTHUTENS
YCIIYTH).
. MonieHHUK TPUTBOPSAETCS OKYIATENIEM (3aKa3YUKOM YCIIYTH).

Y Kaxmol CXeMbl CYIIECTBYIOT CBOM MOIU(DUKAIMN, KOTOPHIC
MO3BOJISIIOT ~ MOIIEHHMKaM, B TOM 4HCJ€ IOBTOPHO, OOMaHBIBATH
ITOJIb30BATEIIEH.

Ipumep mackupoBku nox miuomanky Kufar.by

CoBmectHO ¢ miIomaakon oO0wsBaeHud Kydap wMbl  coctaBumm
JETAIbHOE OMNMCAHWUE TOrO, KaK 3JIOYMBIIUICHHUKU CErOJHs NbITAITCA
0OMaHbBIBATh OEJIOPYCOB.

Kaxmas w3 cxem oOmaHa mojpa3yMeBaeT 2 JTama: IMOJTrOTOBKY
u peanuzanuio. IloAroroBka MNpakTUYECKHM HE MEHSETCS, B TO BpeMs
KaK pean3alus MOXKeT ObITh pa3birpaHa Mmo-pa3HoMy.

«Bce 3aBUCHUT OT OOCTOATENIBCTB M TOTO, KTO B JAHHBIA MOMEHT
BBICTYIA€T B POJM KEPTBbl, — paccka3dbiBaeT AHactacuss Haymosa,
HAYaJIBHUK CIIYXOBI TIOAZepKKu Tosb3oBatenet Kydapa. — Momenanku
XOpOIIO YYBCTBYIOT 3MOIHMH COOECETHUKOB, WIPAIOT Ha JOBEPUYUBOCTU


http://kufar.by/

U OTKPBITOCTU OelopycoB. MOTYT paccka3biBaTh, UYTO TIOMAIH B CIOXKHYIO
KU3HEHHYIO CUTYyaIlMI0 U TPOJAIOT BElIh 32 OECIIEHOK MOTOMY, YTO HYXKHO
OTUIATUTh JICYEHHWE POJICTBEHHUKY, y4eOy peOCeHKy WM crhacTd Owu3Hec,
MIOCTPAJABIINNA OT KPH3UCA.)»

IloaroroBka:

1.  370yMBIIUIEHHUK CO3/1a€T OJHY CTPAHMUIly, BHEIIHE MOXO0XKYIO
Ha CTPaHUIly aBTOPHU3AIMU O(HUIIMAIBHOTO CEpBHCA, HAKJIAIHYIO, OJaHK
OTIPaBKHU KYpbEPCKOH CITy OBl (ruIaTexHoe 0053aTENBCTBO)
WJIY K€ MOJIHOCTHIO KOMTUPYET BECh CAMT.

2. IlpowsBoaWT perucTpamyio JAOMEHa, BHU3YaJbHO CXOXETO
C OpWTrHHAIbHBIM. Ha3BaHme MOXET OTIMYaThCAd OYKBaJbHO OJHUM
CUMBOJIOM JIMOO HaIlMOHAJIBHON JOMEHHON 30HON. Hampumep, mnwiTasich
3aMacKUPOBaTh (PUIUHTOBYIO CTPAHHMILY IO CEPBUC ITIOMIAAKH OOBSIBICHUM
Kufar.by, 3110yMBbIIUIEHHUK MOXKET BBIOpATh CJIEIYIOIMINE JTOMEHBI (B CIUCKE
JUIsl CPAaBHEHUS YKa3aH U OPUTHHAJIbHBINA JIOMEH):
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ITocne Toro, Kak NOAAEABHBIM CAWT CO3/JaH U Pa3MEIIEH Ha MOXO0XKEM
Ha OUIMATIBHBIN CAallT TOMEHEe, MPECTYMHUK HAYMHAET MTOUCK KEPTBHI.

«Ha pmagHBIM MOMEHT W3BECTHO O 6 THOHYHBIX CXeMax
MOILICHHUYECTBA, — paccka3biBaeT AmnHacracuss HaymoBa, HavYalabHHK
ClIyx0bl ToAAepXKKH mnojb3oBarened Kydapa. — OnHu HampaBiieHbI
KakK Ha IPOJABIIOB, TAK U HA MOKYIATEIEH TOBAPOB.»

Cxema oomana npoaaBuoB Ne 1 (Ilpexonsiara)

1. IlpectymHuk HaXOAUT TpOJaBla HA ODHUIMATHHOW TUIOIIAIKE
OOBSIBJICHUM, KOMUPYET €ro KOHTAaKTHbIE JaHHbIE, HO Ha IUJIOMIAJKE
HE THIIET, TOCKOJIbKY MepechliKa (DUIMMHTOBBIX CCHUIOK TaM HEBO3MOJXKHA.
Nimer HoMep mpoAaBlla B MECCEH/KEpaX WIM TMHIIET B COLCETSX,
PEACTaBISIACH AKOOBI oKymnaTesneM ¢ Kydapa.

2.  T'oBopuT, 4TO yK€ COBEPIIMJI MpeaoIviaty. BeichliaeT mpoaaBily
CCBUIKY Ha MOJJEJIbHYI0 CTPaHHUIly, T MPOAABIy HYKHO BBECTH HOMEP
CBOEH KapThl JJIsl TOTO, YTOOBI MOJYyYHUTh JeHbIU. Cpeau JTaHHBIX, KOTOpPbHIE



IPOCHUT 3JIOYMBINIJICHHUK: HOMEP KapThbl, UMsI JICPXKaTeJNIs, CPOK JICHCTBUS,
CVV-kox Ha 000pOTHOM CTOPOHE KaPTHI.
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3. HMHorma MOIIEHHUK TakKKe€ MPOCUT TMPOJaBIla MPEIOCTABUTH
CMC-kon MONATBEPXKACHUS IIJIATEXka, CChUIAsACh HA TO, YTO IE€pPEBEI
npeaoruiaTy U Xo4eT yOeauThCs, YTO OHA MOCTYMIIa Ha CYET IIPO/IaBIIa.

4.  C momoIbi0 COOpaHHBIX JAHHBIX MOIICHHUK MOKET MOMBITATHCS
MIEPEBECTH C KapThl KEPTBbl HEKYI0 CYMMY JICHET, U, €CJIM Ha cueTe Oyner
JIOCTaTOYHO CPEJICTB, EMY ATO YAACTCSI.

Cxema oomana npoaaBuoB Ne 2 (IIpexomiara)

1.  Ecam npenppiaymias cxema yCIelmHO cpaldoTana, MOIIEHHUK
MOXET IIOBTOPHO CaM CBS3aTbCAd C IIOKYNAaTEIEM WM IPEACTABUTHCA
CI1y>k001 OJAEPKKU U CKa3aTh, YTO MPOU30IILIA OIIMOKA.



2. YroObl  BepHYTh  OHIMOOYHO  MEPEBEACHHBIE  CPEJICTBA,
OH MPEMJIOKUT MEPEeHTH HAa (PUILIMHIOBBIA CAaUT M CHOBA BBECTH JIaHHBIE
CBOEU KapTBhl.

3.  Eciu mpopaBen s5T0 cienaer, MOIIEHHHK MOXET IOBTOPHO
CIIUCATh JCHBIH.

Cxema oOmana nmokynaresei Ne 1 (JlocraBka 0azoBas)

1. [IpecTynmHUK BBICTABJISIET TOBap Ha OMUIIMATBLHON IUIOIIAJIKE
OOBSIBJICHUH 1O KpaiiHE BBHITOTHOM IICHE.

2. Korma moTeHIMaNBHBIN IMOKYMATedb MHUIIET €My, HPECTYITHHK
yOeK1aeT MEepedT B MECCEHJKEP WJIM COLMAIbHYIO CETh MO MPEaoroM
TOTO, YTO TaM y100HEee 00IIaThCA.

3. Bo Bpems o0OmeHUS MOIIEHHUK YrOBapHUBAaeT IMOKYMAaTeNs
Ha MpeAoIUiaTy WM JOCTABKY IOJ JIOOBIM IPEMJIOrOM: yexaj U3 Topoja,
HET BPEMEHU.

4. YroObl pa3BesITb COMHEHHMs IMOKYyIaTess, TFOBOPUT O HOBOMU
yCIIyre XOJAUPOBAaHMS CPENCTB, KoTtopas mosiBuiack Ha Kydape: ecnu
nocTtaBku He OyzeT, Kydap aBTomaTuuecky BEpHET CpeICTBA HA KapTy.

5. DBprichimaer mokymnarento CChUIKY Ha MOJJIEIbHYIO CTpaHUILY,
KOTOpasi UMUTHUpPYET cTpaHuily ceppuca «Kydap JloctaBka) wiM WUHTEpHET-
OaHKWHTa, TA€ HYXHO BBECTH JaHHBIE KapTbl, YTOOBI COBEPIIUTH
npejoruiaTy. B kadecTBe JaHHBIX KapThl IMOKYIATENS MPOCAT 3alOJHUTH
HOMEDP KapThl, UM Jepkarens, cpok ee aeiictBua, CVV-kox (3 umdpsl
Ha OOOPOTHOW CTOpPOHE KapThl). B HEKOTOPBIX Clydasx 3J0yMBIILICHHUK
MO>KET MOMPOCUTH Ha3BaTh MPOBEpOUHBIA ko n3 CMC-yBegomiieHns OaHKa.

6. Kak TonbkO mosb30BaTENh BBOJUT JaHHBIE CBOEH KapThl, C HEe
CIIUCBIBAIOTCS JEHBIU, MOCHLJIKA, €CTECTBEHHO, HE MIPUXOJUT U CPEJCTBA HE
BO3BpalaloOTCsl.

Cxema oOMaHa mokynareJeii Ne2 (JlocraBka moBTopHasi)

1. Tlocme Toro, Kak IpenbIAyIIas CXema IMOJHOCTHI0 Peau30BaHa,
¥ TIOKymnaTedh HA4YMHAET TOJI03peBaTh, YTO €ro OOMAaHyJH, MOIICHHHK
TTOBTOPHO CBSI3BIBAETCS C MTOKYIIATEIIEM.

2.  Tomopwur, 4TO mpow30IUIa OMKNOKA, TOBAp YXKe 3abpaiu (Win
nepeayMall 1o aBaTh), TOTOB BEPHYTh JICHBTH.

3. BrIChUTaeT CCHUIKY Ha MOJACIBHYIO CTPAHUILy BO3BpaTa CpPE/CTB,
IJIe TMOKYITaTellt0 HY’)KHO BBECTH BCE T€ K€ JIAaHHBIE CBOSH KapThl U TOYHYIO
CyMMY, KOTOPYIO €My JIOJKHBI BEPHYTh.



4, ITocne TOT'0, KaK IIOKYIIATCJIb ITOBTOPHO BBOAUT IAAHHBLIC CBOEH
KapThbl, C €TI0 CUYCTA IIOBTOPHO CIIMCBIBAIOTCA JCHbI'H.

Cxema o0maHna nokynareJseit Ne3 (Bo3spar cpencrs)

1. Tlocme TOoro, Kak MOIICHHUK peayin3oBall cxeMy «JlocTaBkay,
OH TMHIIET TOCTPAJaBIIeMy IIOKYIAaTel0, MPEACTaBISETCS CIyKO00H
noaaepxxku Kydapa.

2. Tomopur, 49ro TmOCHUIKA ObLIa HE JOCTABJICHA, W3BHHICTCS
¥ pacCKa3bIBacT MPO BO3MOXKHOCTH BO3BPATa CPEJICTB 32 IMOCHLIKY.

3.  Ilpuceuaer CCBUIKY Ha (UITUHTOBYTO CTpaHHUILy,
I7Ie TOKYIATeII0 CHOBAa HYXXHO BBECTH JaHHBIE CBOEH KapThl U CyMMY,
KOTOpasi COOTBETCTBOBAJIa CyMME IIPEIbIAYIIETO CIIMCAHHS.

4. Tlocne Toro, Kak TOKyInaTeilb TOBTOPHO BBOJIUT JaHHBIE,
MOIIIEHHUK CHOBA KpaJIeT JIEHbI'M C 0AaHKOBCKOTO CUETa.

Cxema oOMaHa nokymnareJen Ne4 (MomeHHHYeCTBO
¢ HAKJIAJHBIMH)

1. [IpecTynmHUK BBICTABIAET TOBAP MO OYEHb BBITOJHOW LIEHE
Ha OpUIMATIFHOM CalTe.

2. Korna morenmuanbHbld mokynatens numier emy Ha Kydape,
O/1 JTFOOBIM TIPEJIOTOM TIpeIaraeT mepeiTH B MECCEHIKED.

3. YroBapuBaeT OTHPaBUTh TOBAp Mo moure. [Ipu 3TOM MOMEHHUK
CIEIUAIBHO CO3/IaeT a)XXHOTaX BOKPYT 0O0BsBIeHHSI. OH MOXET TOBOPHUTH,
41O OYKBaJbHO Ha JHSAX yE€3)KAaeT U3 TrOopojia, WU YTO TOBAP FOTOBBI KYIUTh
JIPYTUe MOKYIAaTEIH.

4, [TIpomagen; rOBOPUT, YTO MOMKHO OIUIATUTH TOBAP Y¥KE IOCIIE TOrO,
KaK OH €ro OTIPAaBUT, ITPU 3TOM T'OTOB MPEAOCTABUTH IOKA3ATEIbCTBA.

5. Eciu mokymnarens cornamaercs, B KAadeCTBE JIOKA3aTEIbCTBA
OTIIPABKU MOUICHHUK BBICHUIAET CCHUIKY HA MOAACIBHYIO CTPAHUILY TPEKUHTA
MOCBUIKM WJIM CKaH TMOJJIEILHOrO0 JOKyMEeHTa o0 oruiate. MUHUMAaJIbHOE
3HaHuEe (HOTOIIONA TO3BOJISIET MPECTYMHUKY CBIMHTHPOBATh KBHUTOK JIFOOOM
ciy>k0b1 foctaBku, 0ynb To CIIOK, benmnouta unu aro0ast npyrasi KOMIaHUs.

6. [Tocne TOro, kak TOKymaTejlb TMOBEPHJ, YTO MOCHIIKA
OTIpaBJIE€HA, MOIICHHUK MPHUCHIIAET CCHUIKY Ha (PUIIMHTOBYIO CTpaHHUILY,
I7Ic HY’)KHO 0(DOPMHTH TIEPEBOJT CyMMBI 32 TOBap.

7. Kak TOnbKO mnonb30BaTeNs BBOAUT JAHHBIE CBOEU KapThl,
C €ro CUeTa CIMCHIBAKOTCS JCHBIU, A TOCBUIKA, €CTECTBEHHO, HE IPUXOIUT.



HpnMep NPaBUJIBHOI'O MOBCACHUA JJIA KAXKAO0I'0

Mommennuk pabortan mo cxeme ooOmana npojaBioB Nel. Ho 6marogaps
OY€Hb BHUMATEIbHON U OAUTEIBHON JIEBYLIKE, B 3TOT Pa3 HUYETO HE BBIILIO.
E#t Hanucan «nokynarenb» B Baiibep 1o Bompocy MoKyInku ToBapa, KOTOPbIA
OHa npojasaina Ha pecypce Kydap. IIrcan MOIIEHHUK ¢ TUTOBCKOTO HOMEPA,
TOPONWICS U OYEHb XOTEIl CKOpee «OoIaTuTh». Ho, 3anono3pus HenagHoe,
JEBYILIKA pelIniia IPOJOJKUThH Oeceay MPoCTO paau HHTEpeca.

UTO M3 3TOr0 BBIIUIO U KaK MOKET MBITAThCA BBOJAUTH B 3a0JIyKIACHUE
MOIIEHHUK MOXHO  yBHJIETh Ha CKPHUHINIOTAX, MPEIOCTABIECHHBIX
HAaM F€pOUHEN UCTOPHH.
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Pexomennanumu:

1. K mo6siM omeparysM, TpPOW3BOJIUMBIM C HCIIOJIb30BaHUEM Bareit
OaHKOBCKOM KapThl, OTHOCUTCS MAKCUMaJIbHO BHUMATEIbLHO U OCTOPOKHO.
TepsTh 6UTETLHOCTh HUKOTAA HETb3SL.

2. Ins omiaTel MOKYINOK B MHTepHETE 3aBeCTH OTAEJbHYI KapTy
Y HE XPAaHUTh HA HEW MHOTO JCHET.

3. Eciim Bam npucjiajgm ccblLIKY Ha MOYTOBBIN SIIMK, B MECCEHKEP
unu SMS-cooO1ieHrem, To, He3aBUCUMO OT TOTO KTO MPHUCIAJ, JaXKe €CIH
5T0 Bam apyr, 3HaKOMBbIM, IOCYAApCTBEHHBIM OpraH WM OpraHu3aLus,
C KOTOpO# BBl OCTOSIHHO BeIETE MEPENUCKY, WU a0COIIOTHO HE3HAKOMBIN
YeJIOBEK, MpEeXAEe YeM €€ OTKpbIBaTh, CIEAYyET OCOOCHHO BHUMATEIIbHO
IPOBEPUTH JIOMEHHOE HUMs. [IpyM BO3HMKHOBEHHMH MaJEHIIEro COMHEHUS,
YTO CChUIKA BEJIET HE Ha O(PUIMANIBHBIN pecypc, ee HE0OXOIUMO MPOBEPUTH.
Cnenatb 3TO MOYKHO OTHICKaB B MHTEpHETE O(ULMAIbHBIA CaliT U CBEpUB
JIOMEH, MO0 TMpoBepuUB HUH(OOPMAIMIO O JaTe pPErucTpalr JIOMeHa
(Y UIMHrOBBIX OOBIYHO OT HECKOJIbKHX IHEH 10 HECKOJbKHUX MECSIIEB)
Ha  uHTepHeT-pecypce  https://hb.by/whois.aspx  wunu no00HbIC
emy (mampumep: https://whois.net, https://whois.domaintools.com) B mnone
«Creation Datey.

[Ipumep nndopmanuu o 1are perucTpauuy oQUIHAIBHOTO IOMEHA:

Domain Name: kufar.by
Updated Date: 2019-07-30
Creation Date: 2010-09-23
Expiration Date: 2021-10-04

[Ipumep wHbDOpMAIMM O  JaTe  PETUCTPAMH  BBISBICHHOIO
(UIIMHTOBOTO JOMEHA:

Domain Name: KUFAR24.SPACE

Updated Date: 2020-06-21T08:16:28.0Z
Creation Date: 2020-06-21T08:14:10.0Z
Registry Expiry Date: 2021-06-21T23:59:59.0Z

4. Eciu pecypc oka3ajicsi moJdebHbIM MO0 caMOMY HE yAaercs
OTNpeAeNnuTh, TO HEOOXOAMMO CAENaTh CKPUHIIOT (PUIIMHTOBOW CTPAHMIIBI
(uTOOBI B aapecHO CTPOKE OBbUI BUICH aapec), U OTIPaBUTh B CIYXOy
HOJIZICPKKU OPUTHMHAIILHOTO pecypca, a TakKe Ha mouTy support@cert.by,
C OINMCaHUEM TOJIPOOHOCTEH cUTyaru (HalpuMep, KaKuM IyTeM MOJIy4YeHa



mailto:support@cert.by

CChUJIKa Ha (PUMIIMHTOBBIA PEeCypcC, BBOAWIN JIM KaKue-Iu0O JaHHBIE U T.1.),
MIOCJI€ YEro 0TKA3aThCs OT MPOBEICHUS KAKUX MO0 ornepaiui.

5. Eciiu cTanu KepTBOil MOIIEHHUKOB:

. Ecin BBenmu JaHHble OAHKOBCKOM KapThl, TO HEOOXOIUMO
B CPOYHOM MOPSJIKE MPOU3BECTH €€ OJOKUPOBKY, MO3BOHUB B OaHK JHOO,
B HMHTEpHET-OaHKWMHTE /MO0 TpW pa3a BBEAS HEBEPHBIM IMapOJib,
C TIOCJIEAYIONIEH €€ 3aMEHOM.

. Ecnm BBenwm aBTOpM3aIlMOHHBIC JAaHHBIE OT MHTEPHET-OAHKWHTA,
TO HEOOXOIUMO HEMEJJICHHO 3BOHUTH B OAHK M COOOITUTH O KOMIIPOMETAIIUH
YYETHBIX JAHHBIX OT HHTEPHET-0aHKUHTA.

. B cnyuae HeoOXoauMocTu oOpaTUTHCS B IPABOOXPAHUTEIHHBIE
OpTraHbl C 3asBJICHUEM O MOIIICHHUYECTBE.



